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Goals

Exploit GridStat’s rate-based semantics and its complete knowledge of
sensor flows at every location in order to provide much quicker and
more accurate failure detection.

Enhance resilience of wide-area power applications with a systematic,
dynamically adjustable, and extensible foundation to enable quicker
and more accurate adaptations to both malicious cyber-attacks (sensor
spoofing, denial of service) and benign IT failures.

Fundamental Questions/Challenges

How to provide rich and fast per-flow failure detection without
degrading the performance of GridStat’s Forwarding Engines (FE) or
overloading links.

How to exploit the relatively static nature of GridStat subscriptions and
a critical infrastructure environment while handling acute dynamic
faults in the underlying IT infrastructure.

How can rate-based application traffic supplant traditional failure
detection algorithms using heartbeat messages as well as GridStat’s
existing end-to-end Subscriber-based QoS Exception detection?

How can rate-based application traffic be used to quickly and locally
detect unauthorized traffic?
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Figure 1: Sample use case.

Use the adaptation use cases to develop a decision tree of how to
identify and diagnose faults. This provides the basis for the algorithm
that will be used by the failure detector.

Figure 2: The fault diagnosis decision tree based on the use cases.
Design and implement bump-in-the-wire rate monitors providing per-
flow granularity in order to avoid impacting FE scalability.

Design and implement a failure detector service to detect and trigger
events when crash or rate anomalies are detected.

Test the implemented architecture using the DETER Testbed to
evaluate performance and scalability at a large scale.
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Figure 3: Example of a running GridStat Rate-Based fault detection system with no active failures.
The bump-in-the-wire rate anomaly detectors are attached to each incoming link on a forwarding
engine to monitor incoming sensor update flows.

Research Results

¢ Technology Readiness Level: Beginning research.

¢ Identification of a bump-in-the-wire rate detector as a fundamental

building block for creating scalable rate-based failure detection.

e Techniques for localized and continual detection of rate anomalies

(both under- and over-rate events) in rate-based data delivery
systems.

Broader Impact

¢ Grid resilience will be enhanced by power applications that can

operate at full efficacy despite suffering a much wider range and
number of IT anomalies.

¢ These techniques will be useable by any communication framework

where rates are known for each link. The monitoring will allow for
much more accurate and localized detection of failures than
possible with traditional heartbeat-based failure detection alone.

* A fine-grained and scaleable failure detector able to detect

anomalies quickly and locally will enable much richer and more
systematic coordinated adaptations. Such adaptations will be much
more effective than today’s per-flow, uncoordinated adaptations.

Interaction with Other Projects

e Other anomaly detection techniques TBD can be incorporated into
this extensible failure detection framework.

Future Efforts

* Development of an Adaptation Service for GridStat using the failure
detector presented in this research.

¢ Development of a multi-level instrumentation service for GridStat
with more levels of inference and more programmability.
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