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* Reliable detection of bad data injection attacks that are potentially
undetectable by conventional methods.

» Residual of estimated parameters (line reactance) alone turned out to
be a decent indicator of attacks, especially at higher attack energy

levels.
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« Perturbation of parameters shifted the CDF further to the right,
_ o improving detectability.
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« Can topology perturbation in combination with parameter estimation il | | | |
enhance the detectability of malicious data injection attacks?
* How can one further enhance the detection and localization of T
malicious data injection attacks?
N — S S —— S g
* Analyze the sensitivities of specific power system quantities to attacks 1 — SN N S — S a—
and Study their potentia| as indicators of attacks. R .................................. .................................. ................................... ................................ ..................................
. StUdy the Vlablllty Of parameter eStimatiOn aIOng Wlth topology 0_;_ .................................. , .................................. , .................................. . ................................... ................................ ......... '
(parameter) estimation as a means of detecting data injection attacks. | SR | | |
* Incorporate PMUs to further improve detectability. o] T B S —— — T . . -
. Tested 140 Ilnear data |nJeCt|0n attaCkS agalnst the IEEE 14—bus u.;_u ............... DlDS ............... D|1D|15 ............... Dl2 ............... D lzsula ............... Dlas ............... Dl4 .............. DLS _Unag?;ked

Surn of Squared Residues

« Through incorporation of PMU measurements, attack detectability has
been further enhanced through use of residues of phase angle

system and observed residuals for different measurement types.

Weighted Composite 2 differences.
« Atthe 10MW attack level, attacks in columns 7, 10, and 14 were
Real Power Flows 8 detected
Real Power Injections 60 « Attacks can be localized at locations where PMUs have been installed.
Reactive Power Flows 17
Reactive Power Injections 53
* Acombined total of 113 out of 140 attacks (~81% of attacks) were - This work indicates that conventional bad-data detection methods in
detected by the residual of the real and reactive power injections. EMS can be augmented to detect DC model-based false data injection
= attacks.
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The grouped bars indicate the total proportion of each attack column
type detected at 30MW, 50MW, 80MW, and 100MW attack levels for
the IEEE 14-bus system.

At the 10MW level, 11 out of 14 injection attacks were detected.
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